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Abstract

One method of detecting an unauthorized user mas-
querading as a registered user is to compare in real time
the sequence of commands given by each user to a pro-
file of that user’s past behavior. Our profiles are derived
from each user’s historical one-step transition probabil-
ities of Uni commands. e compare various statistics
for testing the null hypothesis that the observed com-
mand transition probabilities come from a profiled tran-
sition matri hich is a smoothed version of histori-
cal transition counts. he primary statistical di culty
comes from the large sparse nature of the transition
count matri . Our e ample is based on the most
frequent commands. ence e infer about a by
matri of transition probabilities although most of these
transitions 1ll be unobserved in the test data.

1 erent test statistics are formed by varying the
amount of smoothing of the transition probabilities in
the training data and by using di erent theoretical test
criteria. o reduce the dimensionality of the test statis-
tics the alternative hypothesis is based on a principal
component regression model. Using e ample data from
a population of mostly research users on a single
computer e compute error rates and O curves for
the various test statistics hen each user’s test data is
compared to their o n and to other users’ training data.

e also discuss implementation issues such as storage
and computational requirements.

Description of Statistical

et odolog

n computer intrusion detection one at-
tempts to identify unauthorized accesses to computer
accounts.  here are t o main approaches to intrusion
detection pattern recognition and anomaly detection.

attern recognition is the attempt to recognize general
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attac signatures that stem from no n attac s such
as e ploiting a soft are bug. he approach has the dis-
advantage that it cannot defend against previously un-
no nsoft are bugs or any unauthorized user ith the
no ledge of the account pass ord. nomaly detection
on the other hand attempts to identify an unauthorized
user by identifying unusual usage of the computer. Usu-
ally for each user a historical profile is built and large
deviations from the profile indicate a possible intruder.
herefore it is also referred to as the profile based ap-
proach. ntrusion detection systems li e unt et
al. and merald orras and eumann
use both approaches presumably because neither
one is uniformly superior to the other. n this paper
e only consider the anomaly detection approach  hich
yan et. al.
suggested that each user on a computer system leaves a

lends itself to a statistical treatment.

print that could be captured by training a neural net-

or  ith historical data.  hen for ne data from any
user the neural net or predicts that the data is more
li ely to stem from another user in the historical data
then an alarm for a possible intrusion is raised. orrest
et al. consider anomalies for uni processes such
as ftp or root rather than for users. n this paper e
propose a test for anomaly detection based on hypoth-
esis testing. ince users including the root user and
system processes such as ftp both generate command
- level data e are able to test anomalies for uni pro-

cesses and users simultaneously.

Our method
is based on comparing the sequence of each user’s com-
mands to a stored profile describing the probability dis-
tribution of that user’s command sequences. ach com-
mand is one of a fi ed number  of possible commands
or command groupings. e represent each user’s his-
torical data in terms of a transition matri of command



probabilities
User

et om. rev. om.
he commands are arbitrarily numbered as
and e assume that historical data are avail-
able for users arbitrarily numbered .
e focus on User as the user hose commands
are being monitored and tested for unusual behavior at
any given time but the historical data from the other
users play a role in the test procedure for user

t st r ca ra st

r bab t s

he probabilities must be reliably estimated ith
all . hus e smooth the observed proportions
from the training period. enote by the ra count
of transitions from command to command for user

during the training period. his array 1ll have many
elements equal to  and many of its nonzero elements
may be so small that they are statistically unreliable.

or some small e use let

he are the marginal probabilities of command for
user modified using so that they are all positive.

he transition probabilities are eighted averages
of and the ra proportions namely

here and are eights chosen to

be large if the ra transition frequencies are not signifi-
cantly di erent from the marginal frequencies but near

if the ra transition frequencies are very reliably dif-
ferent than the marginal ones. pecifically let

ma

he use of equations and is inspired by an empir-
ical ayes model in hich it is assumed that each vec-
tor as generated from a irichlet prior
distribution O’ agan h. ith mean vec-
tor and probability density proportional to

t ss st ra r

uppose that User is logged on and has generated a
sequence of commands here is the
possibility that these commands are being generated by
someone other than User  and let the un no n true
transition probabilities of this sequence be

he corresponding transition counts for this user’s test
data are here . et .

y definition e ant to test the
null hypothesis

tatistical hypothesis testing is a procedure in hich a
decision ma er prespecifies a computable test statistic
hose distribution is supposed to be completely no n
assuming that a null hypothesis is true.  his al-
lo s the false alarm probability to be computable in ad-
vance for a decision rule that re ects henever the
test statistic e ceeds a fi ed value.
he standard test statistic for this situation is the log
li elihood ratio statistic namely

log

in the above summation is over the
values of for hich . f is very large and
the assumptions -  are true then ill have an
appro imate chi-squared distribution ith de-
grees of freedom so that could be compared to the
percentiles of this distribution to assess Unfortu-
nately ill rarely be large enough for this distribu-
tional assumption to be even appro imately true. he
usual rule of thumb is that every value of
and that most . his ould imply that every
yet many rarely occurring commands ould
have many fe er occurrences than that in the test data.
nother problem ith using the test statistic is that
this is an omnibus test ith po er against all possible al-
ternatives to hichisli elyto aste statistical po er
testing against unli ely or nonsensical alternative sets of
transition probabilities. herefore e ill construct an
alternative hypothesis ith fe er degrees of freedom us-
ing the historical data from all users as a guide to hich
alternative transition probabilities are plausible.
uppose that the test
data are being generated by the transition probabilities

he range of



here . nstead of considering all al-
ternatives to focuses on directions in the space of
transition probabilities that the historical data confirm
are occupied by one or more other users. he e pres-
sion becomes identical to if all elements of
SO might also be stated as for some
o ever still has the disadvantage of too
many degrees of freedom because many of the users may
have similar historical probabilities so that the vectors
may be highly collinear for
many values of
he dimen-
sionality of the alternative hypothesis is reduced by
choosing linear combinations of user deviations from
that have ma imum variance and are uncorrelated. irst
define the matrices

hen let be a matri consisting of the first
min principal components of . a e

uncentered principal components so that

st r c r

fter reducing the dimen-
sionality in this ay the corresponding isher score
statistics  tuart and Ord h. are defined
as follo s here

he principal component scores have moments

ar

ov for all combinations or .
ote that if the are stored then only
additions are required to update the entire matri
after each observed transition
he test statistic

subscores

distribution 1ith under

ilson- ilferty

has an appro imate

or using the transformation

a standard normal distribution. n our e ample
principal components are used for each previous com-
mand
isher’s score statis-

principal component equally.

ould e pect principal components to decrease in im-
portance as more and more are added e consider an
alternate test statistic that re ects that e pectation

tic treats all Ince one

he statistic has e pectation  under but is
not chi-squared distributed. ts distribution can be ap-
pro imated by a gamma distribution having the same
first t o moments by computing its variance assuming
that each has a normal distribution and then using
the ilson- ilferty appro imation to appro imate the
resulting gamma distribution by a normal distribution.

he result is to compare the quantity to a standard

normal distribution by a normal distribution.

his approach e ectively do n eights components ith
lo variance and thus lo information for estimating

hile the statistic gives full eight to the first
principal components the statistic provides a more
continuous and gradually decreasing eight to each com-
ponent so that a correct choice of the number of
components used is less crucial for than for

Data and Results

esting methodology for intrusion detection is notori-
ously di cult because of the lac of data ith actual
intrusions. ven hen such data do e ist tests usually
ith the uncomfortable feeling that the
procedure 1s particularly sensitive to the intrusions at
hand and does less ell in other situations. e therefore
slightly change the tas of detecting intrusions to dis-
crimination among users e compare test data to train-
ing data profiles for pairs of users and decide hether
they stem from the same user or not. deally an alarm
should al ays be raised e cept hen a user is tested
against his or her o n profile.

o establish user profiles e use historical data from
usage on our local uni machine. he data user names
and commands are e tracted from output of the uni

auditing mechanism and consist of user names and

leave the reader



commands only  ithout their arguments .
mands recorded by the system are implicitly generated
and not e plicitly typed by the user. or e ample each
e ecution of the .profile file or a ma e file generates com-
mands contained in these files that are also recorded in
the data stream. e use test data separated in time from
training data according to the follo ing cross-validation
scheme involving four separate time periods.

ome com-

r ta S

ata ere collected from our local population during
four separate time periods appro imately a month apart.
uring each time period the first command transi-
tions by each user are included in the study. here ere
users ith that amount of data available from all four
time periods. e form four separate replications of our
study by considering in turn each of the four time peri-
ods as the test period and the other three time periods
as historical training periods for collecting user profiles.
ithin each replication e test each user’s test data
against each of the profiles in the historical data for a
varying number of principal components
and record both the test statistics and
ithin each set of test commands
the test statistic for each of  sets of
the basic unit of study is observation of commands
from the user being validated.  hen the test statistic
e ceeds a threshold value an alarm is raised.
epending on the chosen value of the threshold di erent
rates for false positives false alarms and false negatives
missing alarms can be obtained. n the follo ing e
investigate the tradeo bet een false negatives and false
positives by choosing di erent thresholds.

e compute
commands so

s ts

e first focuse ust on the false alarm problem compar-
ing each test user to the same user’s profile and loo at
the test statistic and
ber of commands . Out of
tions of levels of number of principal components test
statistics and replications e choose t o est

eriod for both and to display in igures
he t o horizontal lines in each of the igures
correspond to thresholds of and of
respectively.  he vast ma ority of

as a function of the num-
combina-

and

the  users maintain .

Under the ull hypothesis both and should
have a standard normal distribution hich ould sug-
gest a small threshold e.g. . Our data sho higher
false alarm rates than this theory predicts hich e at-
tribute to the fact that our model does not accommodate
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igure ime plot of comparing each user’s test
data ith their o n training data profile. raining e-
riods . est eriod umber of
omponents

rincipal

users’ behavior changing over time and some of our users
changed significantly.

or the purpose of assessing the e ect of di erent

combinations e compute the percentage of statistics
greater than  for all possible  combinations of factor
levels.  he result is displayed in igure he percent-

seem to be generally higher than for

igures for each of the
data training data pairs the median value of
for bloc s of commands ithin that pair. ote
that actually is plotted to allo for the
logarithmic scale on the vertical a is.  horizontal line
is dra n at deally the median test
score against a user’s o n historical profile denoted by

in igures and  should be lo er than all of the
test scores run against other people’s profiles denoted
by . . nother ay of saying this is that a user should
only be able to brea into his her o n account ithout
causing an alarm to be raised. s igures
and  the bloc medians discriminate very ell bet een
a user’s o n and other profiles. he distance bet een
the pluses and dots seem to be some hat smaller based
on the statistic in  igure

ages for

and sho test

e can see in

e compute the average number of users scoring bet-
ter than the true users i.e. the average numbers of dots
that are lo er than pluses to summarize the result for
all plots.  he result is displayed in igure . ote
that even though the is usually the lo est point
on average there are bet een about one and three dots
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igure ime plot of comparing each user’s test
data ith their o n training data profile. raining e-
riods . est eriod umber of rincipal

omponents
belo the due to a small number of cases in  hich
the true user scores very high. igure indicates
that for t o of the time periods the does better and
for the other t o about the same as the statistic.

s the threshold here an alarm is raised changes dif-
ferent rates of false alarms false positives and missing
alarms false negatives can be obtained. igure and

igure sho the tradeo bet een these false positive
and false negative rates for all four time periods based
on bloc s of commands respectively. ach time pe-
riod is used as testing data ith the remaining three
time periods serving as training data. he lo er left
corner represents the ideal scenario no false alarms and
no missing alarms. ote that both a es are presented on
a logarithmic scale. rom igure e can tell for e -
ample based on transitions and a false positive rate
of e obtain a corresponding false negative rates be-
t een about - hese numbers are quite high
and also indicate that there 1s a considerable variability
from time period to time period.

he false alarm rate corresponding to a false positive
rate of is displayed in igure for possible all
combinations of factors. he  statistic again haslo er
of the time periods and about
the same in the remaining time period.

false alarm rates for or

t is surprising that the number of principal compo-
nents did not seem to have any noticable e ect in this
or the previous igures. t implies that discrimination
among users based on principal components is as good
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igure radeo
ative
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1s Used as est ata

et een alse ositiveand alse eg-
reating very
periment.
ith the espective Other hree

ates for loc of om-

ach of our eriods

eriods eing Used as raining ata. umber of rin-
cipal omponents
as ith principal components. e prefer of course

because it requires less storage.
indicate that the statistic is to be preferred  hereas
is preferable based on igure . he O curves

are probably the most important ones and e therefore
recommend the statistic

igures and

e further note that much
of the variation bet een time periods seems to be due
to period hen period is used as the test period
results seem to be consistently better compared to other
periods.

rt r s ts

n an earlier e periment e have considered t o addi-
tional factors.
or one of them t o di erent definitions of transi-

tions are considered.  urrently t o subsequent com-
mands recorded in the audit stream form a transition
even though they may stem from di erent indo s. I-
ternatively a transition can be defined as any t o sub-
sequent commands that are generated from the

indo he underlying idea is that di erent
may be used for di erent tas s e.g. editing compil-
ing debugging and combining commands from di erent

indo s may add noise. ased on comparisons of O
curves it turned out that the definition of transitions
does not matter one ay or the other.

e also used di erent amounts of smoothing in the

indo s
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historical data hich translates to choosing di erent val-
as in this paper and

he smaller i.e. the less smoothing e
use the greater is the penalty in the sense of a large

ues for e tried

contribution to the statistic of a transition not seen in
the historical data. t turned out that previously unseen
transitions should not be penalized heavily. e interpret
this to mean that the overall usage pattern of transitions
discriminates better than a fe
sitions.  ote also that most of the

previously unseen tran-
possible

transitions ere not seen in any one training data set.

Comparison it Static Statis

tical Tests

he methodology presented so far has conformed to the
need for a statistic that can be updated economically
in real time. herefore the training data as smoothed
and then treated as no nandfi ed and the test statis-
tics ere partitioned into orthogonal principal compo-
nents that allo ed each ne ly observed transition to
contribute independently to the test statistics .n
this ection e compare the performance of the best
performing statistic of the previous section namely the
score statistic based on ust principal components
per previous command to standard test statistics for

comparing frequency distributions. he ra frequen-
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cies from test and training data 1ill be compared using
the ell no n log li elihood ratio test statistics. 1l
the data from each user 1ll be used in a single static
test statistic so the comparison is al ays bet een a test
sample of size and a training sample of size

e consider t o such tests one comparing the marginal
frequencies of the ne t command ignoring the previous
command and one comparing the t o sets of conditional
frequencies of ne t command given previous command.
uppose is a matri of transition frequen-
cies during the test period and is a matri of
training period frequencies to be compared to here

and may come from the same user to test the false
alarmrate or from di erent users to test discrimination

ability . he fitted frequencies under the null hypothe-
sis that and  come from the same distributions of
given are and here

he log li elihood ratio test statistic for testing the null
hypothesis of equal conditional probabilities is

he corresponding test statistic for the null hypothesis
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here

he degrees of freedom associated

1th these statistics

are
o. of such that
o. of such that
n only values of for hich both and

are included in the summation. n order to com-

pare test statistics

ith di ering degrees of freedom

€

ilferty transform leading to the definitions

s ts

ar s S
igure sho s the results comparing the three test
statistics and the  principal com-

ponent version of

transitions per user
serving as training data

d of the

parts a -

on each of the
ith the other three periods

ith

igure sho

test periods of

transitions.
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the three test statistics for each time period.

he four

curves for
emember-



ing that curves shifted to ard the lo er left reveal more
po erful test statistics e see that in general compar-
ing conditional distributions or ed better than com-
paring marginal distributions since the dotted curves
are mostly belo and to the left of the dashed curves in
each of the panels of the igure.
he O curves for the five-p. c. score statistic
are dra n as solid curves in igure he statistic
does uniformly better than the other t o statistics in

test period it falls bet een the other t oin test period

and the conditional and score statistic curves cross for
the data in test periods and n general then for
this sample of users and usage the hole-sample com-
parisons sho the benefits of using the e tra informa-
tion in the conditional distributions as opposed to the
marginal distributions. Our method of smoothing the
training data in ection involves shrin ing the con-
ditional distributions to ard the marginal distributions

hich attempts to gain the benefits of the e tra infor-
mation in the conditional distributions hile mitigating
the instabilities of the small conditional distribution cell
counts.

igure  indicates that the dynamic method involv-

ing smoothed historical data and principal components
is at least as po erful as the more conventional li elihood
ratio tests but not much more po erful. tis some hat
disappointing that the principal components dimension
reduction did not provide more po er in addition to the
benefits of easy updating. urther research is needed to
understand this better.

Discussion
use a neural net or approach and
test classification errors based on hey have
successive days of data  of hich are used for train-
ing. One of the users only had little data. hey report
a false alarm rate of and missing alarms. Our
test is more challenging in that e test ith more users
and because there is a gap in time bet een historical
and test data. Iso their decision criterion seems to as-
sume that the intruder ould be one of the other users
in their training data. On the other hand unli e them
e e cluded users ith very lo account usage.
n order for an intrusion detection tool to be useful

yan et. al.
users.

the false alarm rate needs to be lo other ise alarms
tend to be ignored. o that e tent a false alarm rate
of still seems high. erhaps e tending the length of
the training period ill ma e the profiles more robust to
changes in user behavior. One possible ay to improve
the mar ov model is by consolidating series of cascading

commands generated for e ample by a ma efile into

single meta commands or by considering the ne t com-
mand conditional on more than one previous command.

ote that our theoretical false alarm probabilities ignore
the problem of multiple testing in hich repeated test-
ing of the same null hypothesis as time goes on increases
the chance of a false alarm rate. his problem common
to most control-chart li e procedures seems to be a less
important cause of e cessive false alarms than our fail-
ure to model ho users tend to change their profiles over
time.

ma or strength of the approach presented is its
speed. Only a fe dozen operations are needed for up-
dating the test statistic and preliminary calculations in-
dicate that it 1ll be easily possible to implement this
procedure in real time. he amount of storage required
for the procedure is relatively large. ased on principal
components and command categories single
precision numbers need to be stored for each user.

e need to perform further investigation of the op-
timal number of principal components to ta e. e ill
also investigate the e ect of adding no n intrusion sig-
natures as profiles in the training data to ma e the prin-
cipal components methodology more sensitive to such
attac s. e also e pect to be able to use this procedure
to increase our understanding of local system usage.
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